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Chair Luke, Vice Chair Nishimoto, Vice Chair Johanson and Members of the Committee on
Finance:

I am Major General Darryll D. M. Wong, the State Adjutant General (TAG). In this role and
under the State Department of Defense, I am also the Director of State Civil Defense, Homeland
Security Advisor (HSA) to the Governor and State Administrative Agent (SAA) for administering
Department of Homeland Security grants. I am providing testimony in strong support of
Senate Bill 680 SD1 HD1.

It is imponant to understand that the State Department of Defense already contains State Civil
Defense (SCD), and SCD currently performs homeland security and grants management
functions. This bill simply asks the State to formally stand up a separate Office of Homeland
Security under the State Department of Defense. Thirty three States have recognized the
importance of homeland security functions and have established a Homeland Security Division
within an existing Department.

There are fundamental differences between “consequence management" (the role of State Civil
Defense) and “homeland security". The role of State Civil Defense is to focus on Preparation,
Response, Recovery, and Mitigation of natural or manmade disasters. The planning and
coordination of these activities are important and, in themselves, consume a lot of SCD’s time
and resources. The role of Homeland Security is to coordinate the State's PREVENTION
efforts with all agencies in local, state and federal government, the private sector, and federal
Department of Defense to prevent acts of terrorism.

Since 9/11 these acts of terrorism are notjust from external sources, terrorists are now being
radicalized and developed from within the United States’ own borders, and even in our own
military. The threat of cyber-attack is also a reality now, and the President has made this a
primary focus for our nation. The homeland security skills of intelligence sharing, forensics, law
enforcement, and security protocols are not within the expertise of SCD to perform or
coordinate, therefor we need to establish a separate function to coordinate these tasks and
allow State Civil Defense to focus on their traditional missions. The threat to our homeland is
changing and how Hawaii does homeland security must adapt and change also.

The Asia-Pacific Economic Cooperation (APEC) meeting held in Hawaii in 2011 was a perfect
example to see the differences. While we planned, prepared, and executed APEC, it became
clear that SCD’s function would only be that of consequence management. The main effort
during APEC was on security. This role was taken on by the secret service, FBI, local law
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enforcement, and the Hawaii National Guard. If an act of terrorism occurred, the local police
and FBI would respond first. If a building collapsed because of an act of terrorism, then SCD
would have been asked, for example, to coordinate response with capabilities like urban search
and rescue. But the first response would have been the fire departments.

As a State we have co-mingled three functions under State Civil Defense: consequence
management; homeland security; and the management of Department of Homeland Security
(DHS) grants. This may have worked in the past but, due to the increasing complexity of both
the homeland security threat and the grants process, it is no longer suitable. We are currently
bringing the Hawaii Revised Statutes relating to emergency management under alignment with
current practices. This bill will take an important role that was, in the past, treated as merely a
“function” of SCD, and properly align it under the State Department of Defense.

I worked on the APEC Executive Committee, and understand the role each agency played in
the planning for APEC, and during the actual APEC event. I have had many discussions with
my peers on the respective roles and functions of Homeland Security and Emergency
Management. I have discussed these issues with Department of Homeland Security (DHS) and
Federal Emergency Management Agency (FEMA) officials and have watched how we currently
do business here in the State of Hawaii. It is because of what I have seen, heard, been advised
and experienced, that I have a broad knowledge; and, based on that knowledge, I am asking to
stand up the office of Homeland Security.

What this bill does n_ot do:

1. This Office of Homeland Security does not combat terrorism in terms of law enforcement.
Normally this is the sole responsibility of the local law enforcement, FBI, DoD, and other
Federal agencies.

2. This Office of Homeland Security does not respond to or recover from terrorist attacks.
The correct law enforcement agencies will respond as per current protocols. Any recovery
efforts will be coordinated by the proper agencies dependent on the nature of the damage or
injuries.

3. Does not cost the State anything to implement. All this bill does is establish an Office of
Homeland Security under the State Department of Defense. It aligns the Office of
Homeland Security directly under a cabinet level director (TAG) with direct access to the
Governor rather than have that “function” under a Vice-Director that needs to go through the
TAG to the Governor. The positions that are currently under SCD in the HLS section will
move to the Office of Homeland Security. Those positions will in effect be more focused on
HLS and be more cost effective.

4. Does not require the counties to establish an office of Homeland Security

What this bill does and why:

1. Strengthens Homeland Security planning within in the State of Hawaii because it is now
directly under a Director (TAG) whose role is the Homeland Security Advisor (HSA) to the
Governor. The TAG also is a member of an organization called the Governor's Homeland
Security Advisors Council (GHSAC) that meets regularly and discusses and helps influence
policy in this critical area. The SCD Vice Director is not a member nor does he attend these
meetings.
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2. The Hawaii State Fusion Center will be properly aligned under the Office of Homeland
Security. Prior to this the State Fusion Center sat under a Federal Agency call HIDTA and
its director a Federal employee that was doing this as an additional duty. He and I had
many discussions on the realignment and new direction. The Hawaii State Fusion Center
will now be correctly aligned under the Office of Homeland Security and direction of the
TAG. In the TAG‘s role as the HSA to the Governor, the plan is for the fusion center to
ensure coordination and collaboration by all law enforcement agencies in Hawaii, and
including local fire departments of all the islands, Secret Service, ICE, CBP, TSA, Joint
Terrorism Task Force, DoD, SCD, and the Hawaii National Guard. It will have oversight by
the State’s HSA (TAG) as well as the State AG's office, and will be advised by a group made
up of the State AG's office, Customs and Border Patrol, FBI SAC, Police, Fire Department,
Department of Health, and the TAG. This group was selected to perform this function by the
Law Enforcement Coalition.

Why this is important. This Hawaii State Fusion Center will do intelligence gathering,
analysis, sharing of this information, and more, across the State of Hawaii, nationally, and
internationally. It will give the local and state leadership as well as the people in the State of
Hawaii qualified assessments of the risk to the different counties as well as to the State.
The Fusion Center will be an all hazards fusion center and not only focus on terrorism.
Drugs, human trafficking, pandemic disease, and especially cyber-attacks and terrorism will
be some of the areas it will begin to build upon and concentrate on as it begins to mature.
The new leadership is currently creating a strategic plan.

The State Fusion Center will also process Security Clearances through its DHS Intelligence
Analyst. Prior to this it was an additional duty done by SCD. These Clearances will now
have the proper advocacy and priority placed on them by the right agency.

3. Critical Infrastructure Protection (CIP) will be an important role done by the Hawaii State
Fusion Center. The last State assessment of its CIP was done in 2001 or 2002. This CIP
assessment did not include any analysis of its interdependence to one another which is an
important part.

4. Cyber Security and the sharing of attack information and its analysis will be another
important focus of the Office of Homeland Security and the State Fusion Center. SCD does
not have the capacity or the capability to perform or coordinate this role within the State.
For example, under the direction of the TAG, the State Department of Defense has begun to
develop cyber missions in the Hawaii National Guard to build cyber teams for the State of
Hawaii. The State DoD has already begun discussions with the University of Hawaii to
create a stronger cyber curriculum. This will include cyber games that will bring local, state,
private, and federal teams to compete against one another to begin to network with one
another to better understand the effects of cyber-attack, understand our weaknesses and
areas to strengthen, and to build trust amongst everyone to share information on attacks
and analysis. Cyber security in the State will be a major focus of the Office of Homeland
Security and the Hawaii State Fusion Center.

5. Grants management will be better aligned under the Office of Homeland Security.
Because of all the changes that was/is occurring in DHS Grants and other organizational
concerns, I separated it from under SCD and in the interim put it directly under the TAG.
The TAG is the designated State Administrative Agent (SAA) for all DHS grants. The
amount of DHS Grants available has been reduced by 74% in the past two years. The City
of Honolulu lost it UASI status which cost additional available grant funding. The various
named grants have mostly been eliminated and put into one bucket called DHS Grants. Our
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